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1. INTRODUCTION

Surveillance cameras are used by Humberside Fire and Rescue Service (“the
Service”) in a number of areas and are a valuable tool to assist in areas such as
public and employee safety, enhancing security, protecting property and aiding
operational activities.

This policy applies to all overt surveillance cameras, including those in use on any
vehicle, building or person, controlled by the Service as a data controller.

Surveillance cameras are a valuable resource, which help the Service in areas such
as protecting the public and its employees, enhancing security, crime prevention,
managing incidents, training purposes and protecting property. The Service
recognises that whilst there is a high level of public support for surveillance camera
schemes, there are also increasing concerns about the role of cameras and their
impact upon the privacy of members of the public and employees.

To help address these concerns, the Service is committed to ensuring compliance
with data protection legislation, the Human Rights Act 1998 and all relevant
guidelines issued by the ICO and Surveillance Camera Commissioner. The Service
regards the lawful use and correct installation of surveillance and vehicle cameras as
essential to its successful operations and to maintaining confidence between the
Service and those with whom it carries out business. The Service fully endorses the
twelve guiding principles set out in the Surveillance Camera Code of Practice (see
section 7) and is committed to privacy by design and default.

Core Code of Ethics

HFRS has adopted the Core Code of Ethics for Fire and Rescue Services. The
Service is committed to the ethical principles of the Code and strives to apply them in
all we do, therefore, those principles are reflected in this Policy.

National Guidance

Any National Guidance which has been adopted by HFRS, will be reflected in this
Policy.

2. EQUALITY AND INCLUSION

HFRS has a legal responsibility under the Equality Act 2010, and a commitment, to
ensure it does not discriminate either directly or indirectly in any of its functions and
services nor in its treatment of staff, in relation to race, sex, disability, sexual
orientation, age, pregnancy and maternity, religion and belief, gender reassignment
or marriage and civil partnership. It also has a duty to make reasonable adjustments
for disabled applicants, employees and service users.

3. AIM AND OBJECTIVES

The aim of this policy is to provide the Service with a framework under which it can
operate the variety of electronic systems it has deployed, which are capable of
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capturing and recording images. The Service will do this by ensuring:

the organisation and its employees are aware of their responsibilities under the
relevant legislation and codes of practice

controls and procedures are in place defining the use of each system

each system is operated in compliance with relevant legislation and codes of
practice

compliance with data protection legislation.

4. ASSOCIATED DOCUMENTS

e Equality Impact Analysis (EIA/CA/011)
e Legal References
o Human Rights Act 1998
o Data Protection Act 2018
o UK General Data Protection Regulations (UK GDPR)
o Regulation of Investigatory Powers Act 2000

o Freedom of Information Act 2000

o Protection of Freedoms Act 2012

o Surveillance Camera Code of Practice
o ICO CCTV Code of Practice

e National Guidance
There is no specific national guidance related to this policy.

e HFRS Documents
o Data Protection Policy

o Privacy and Consent Policy Delivery Guidance

o Record Management and Data Quality Policy

o Information Security Policy

o Disposal and Destruction of Records Policy Delivery Guidance

o Data Protection Request Policy Delivery Guidance

o Data Protection Impact Assessment Policy Delivery Guidance.

o Complaints Policy
o MOU between HRFS and Humberside Police (AUV Support)

5. DEFINITIONS

For the purposes of this policy, the following definitions apply in relation to Data
Protection:
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Personal Data: any information relating to an identified or identifiable natural person
(a 'data subject'). An identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

Data Controller: the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the
processing of personal data.

System Manager: the person with day to day responsibility for making decisions
about how the cameras are used and the processing of images captured, including
maintaining the relevant code of practice.

Overt Surveillance: means any use of surveillance for which authority does not fall
under the Regulation of Investigatory Powers Act 2000 (RIPA).

Covert Surveillance: is carried out in a manner calculated to ensure that the person
subject to the surveillance is unaware of it taking place.

Surveillance Camera Systems is taken to include: (a) closed circuit television
(CCTV) or automatic number plate recognition (ANPR) systems; (b) any other
systems for recording or viewing visual images for surveillance purposes; (c) any
systems for storing, receiving, transmitting, processing or checking the images or
information obtained by (a) or (b); (d) any other systems associated with, or
otherwise connected with (a), (b) or (c).

6. CORPORATE REQUIREMENTS

The Service is a data controller as defined by data protection legislation. The
Strategic Leadership Team (SLT) holds responsibility for ensuring Service
compliance with this policy.

SLT and the appointed Data Protection Officer (DPO) is responsible for ensuring that
a data protection impact assessment has been completed on each surveillance
camera systems. System Managers will ensure that codes of practice are kept up to
date and Corporate Assurance will maintain an up to date central register of all
cameras.

System managers are responsible for the day to day operation of surveillance
camera systems and will act as the main point of contact.

7. GUIDING PRINCIPLES

The Service will follow the 12 guiding principles set out in the Surveillance Camera
Code of Practice when operating surveillance cameras:
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1. Use of a surveillance camera system must always be for a specified purpose
which is in pursuit of a legitimate aim and necessary to meet an identified
pressing need.

2. The use of a surveillance camera system must take into account its effect on
individuals and their privacy, with regular reviews to ensure its use remains
justified.

3. There must be as much transparency in the use of a surveillance camera

system as possible, including a published contact point for access to
information and complaints.

4. There must be clear responsibility and accountability for all surveillance
camera system activities, including images and information collected, held
and used.

5. Clear rules, policies and procedures must be in place before a surveillance
camera system is used, and these must be communicated to all who need to
comply with them.

6. No more images and information should be stored than that which is strictly
required for the stated purpose of a surveillance camera system, and such
images and information should be deleted once their purposes have been
discharged.

7. Access to retained images and information should be restricted and there
must be clearly defined rules on who can gain access and for what purpose
such access is granted; the disclosure of images and information should only
take place when it is necessary for such a purpose or for law enforcement
purposes.

8. Surveillance camera system operators should consider any approved
operational, technical and competency standards relevant to a system and its
purpose and work to meet and maintain those standards.

9. Surveillance camera system images and information should be subject to
appropriate security measures to safeguard against unauthorised access and
use.

10.There should be effective review and audit mechanisms to ensure legal
requirements, policies and standards are complied with in practice, and
regular reports should be published.

11.When the use of a surveillance camera system is in pursuit of a legitimate
aim, and there is a pressing need for its use, it should then be used in the
most effective way to support public safety and law enforcement, with the aim
of processing images and information of evidential value.

12.Any information used to support a surveillance camera system which
compares against a reference database for matching purposes should be
accurate and kept up to date.

Data protection legislation also requires the Service to comply with the six data
protection principles if it is processing personal data. The principles can be found in
the Service’s Data Protection Policy.
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8. ESTABLISHING THE PURPOSE

The primary objectives of the Service using surveillance cameras are:
e Prevent, investigate and detect crime
e Help reduce the fear of crime
e Assist with the apprehension and prosecution of offenders
e Enhance the safety of employees and the public
e To safeguard vulnerable adults and children
e Provide evidential material for court or committee proceedings
e Reduce incidents of public disorder and anti-social behaviour

e Evidence in investigations of gross misconduct (including protecting
employees from allegations)

e Protect property

e Process Subject Access Requests

e Training purposes

e Operational risk identification, including images for pre-assessment of events

e Improve operational decision making and enable faster, more effective
command decisions

Any data captured by any system may also be used for other purposes where it is
reasonable, justified and proportionate to do so and where relevant authorisation
exists. Advice should be sought from the Service’s Data Protection Officer at this
point.

The image quality required for these purposes may vary, any technical and
competency standards should be considered prior to the installation of any
surveillance cameras. The need to record audio should be limited and advice should
always be sought due to the increased privacy concerns associated with this type of
surveillance.

9. IMPACT ASSESSMENTS

When operating any surveillance cameras, the Service will ensure that the effect on
individuals and their privacy is considered.

Data Protection Impact Assessments (DPIAs) must be carried out on all surveillance
camera systems, for which the Service is the data controller, regardless of whether
or not the processing is undertaken by other organisations. DPIAs must be carried
out in line with the Service’s Data Protection Impact Assessment Policy Delivery
Guidance.

Consideration will also be given to the human rights implications.
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10. TRANSPARENCY AND ACCOUNTABILITY

Cameras operated under this policy will not be hidden. Every effort will be made to
ensure that individuals know the purpose of any surveillance cameras and who to
contact in the event of any complaint or issue. Adequate signage must be displayed
when any cameras are in use.

The wording and location of any signage must take into account the following:

e Clearly identify when individuals are entering into an area under surveillance,
this should be supplemented by further signs depending on the size of the
area and the privacy expectations of the area under surveillance.

e Signs must be clear and legible (lettering and size)

e Signs must identify who is responsible for the scheme, the purpose and who
to contact.

¢ Where public announcements are already made, signs can be backed up with
audio announcements.

e Detail how to get further information.

The Service will also ensure that surveillance cameras are covered in a privacy
notice on its website.

Individuals also have the right to complain to the Service in relation to the use of
surveillance cameras. These will be handled in line with the Service’s Complaints
Policy.

11. STORAGE AND ACCESS

The Service will not keep data for longer than is necessary. The retention period for
any recorded images will be set out in the Service’s retention schedule. Retention
periods must be established in all circumstances to ensure compliance with the data
protection legislation. As a general rule, the Service Vehicle Cameras record on a
70-hour loop. Other cameras, the Service will aim to store images for no longer than
30 days. Specific images may be stored for longer if they are required for a
legitimate purpose outlined in Section 8.

Data captured through cameras will include personal information that could identify
someone. This means that appropriate security must be in place at all times to
protect the information.

Access to recorded images by Service employees must be restricted to those who
need access to achieve the purpose of the surveillance. All access must be
recorded, and advice should always be sought if there are any concerns regarding
the access of surveillance.

Any request by an individual (data subject)/organisation to access images must be
authorised and logged with Corporate Assurance in line with the Data Protection
Request Policy Delivery Guidance. In these circumstances, individuals have rights
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which must be adhered to, this includes timescales for release. Personal data should
not be disclosed about a third party except in accordance with data protection
legislation. If it appears that release of the requested images cannot be achieved
without disclosing information about a third party, advice should be sought from the
DPO. Consideration should always be given to releasing still images.

Codes of practice can outline bespoke processes for releasing images. This must be
agreed with the Data Protection Officer only if appropriate safeguards to protect
privacy are incorporated.

Any images which are downloaded from the surveillance system must be recorded;
this is to ensure that a clear audit trail exists. The following information should be
captured:

e Date and time

Name of person removing the footage (as well as anyone who has viewed the
footage)

Reason for viewing

Date and time of destruction if no longer required

Date and time images were returned to the secure area (new retention period)
12. WORKPLACE

Surveillance in the workplace will be used to support employees in their roles. Where
employee conduct is in question, images will only be monitored when it is a
proportionate and a necessary means of detecting the conduct in question. The
monitoring will not be continuous or intrusive. Alternatives to surveillance should
always be considered and a record of any decisions kept.

Where footage is used, the employees should be allowed to see and respond to the
images. Consideration should be given to using still images.

Covert monitoring will not be used unless it is in line with the Regulation of
Investigatory Powers Act 2000 (RIPA).

13. CODE OF PRACTICE

A code of practice can cover a number of cameras on the Service’s premises or
vehicles depending on the purpose of the cameras and its users.

Each code of practice must specifically cover the following:
e The purpose of the cameras and the key risk factors.
o This should expand upon the primary objectives outlined in section 8.

e The location of the camera is very important and must be planned carefully.
Some areas have a heightened expectation of privacy, such as changing
rooms; additional safeguards should be applied in these circumstances.
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o The space needing to be covered must be clearly defined.
o Cameras must be in a position to effectively capture images.
o Details of privacy shields.

o If unintended spaces are covered, the owner of that space should be
consulted.

o Physical conditions and environment must be considered.
o The camera must be protected against vandalism and theft.

e System access, this should be limited to those who need access for the
purpose outlined above.

o Who has access to the images and for what purpose?
o Log of all activity so the process is auditable.
o Security in place to prevent unauthorised access.

e System checks and maintenance schedule

o Who is responsible for routinely checking the cameras are still in
working order?

o What to do if a malfunction is reported/found.

o Image capture quality is of the required standard.
e Retention of surveillance

o How long the images are stored for and why.

o How are images that need to be saved/are requested, saved, for how
long and where.

e Detail the use of reference tables

o Adequate processes must be in place to ensure matches are accurate
and up to date.

e Disclosure of images

o How requests are logged and handled.
e Signage

o What signs are on display and their wording.
e Contact details

If you require any further information/guidance regarding this policy,
please contact Corporate Assurance.
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